XCM Solutions XCM SECURITY OVERVIEW

TABLE OF CONTENTS

1] (o o 11 ox (o T o PSSR 3
L0 T @ 1V Yo 1 [ 1 3
YT ol U 1 VS T U 2 1 = 2SS 3
1.2  SAVVIS State-Of-The-Art DataCenter........cc.occeviieiiiiiei e e e e e e eeanes 3
R T VAT =T o IR Y= Y= SRS 4
R B - L= | oo K SIS T =T Y= 4
1.5 Backup And DiSaster RECOVEIY ......coeieiiiiiii e e et e e e e e eeeeees 4
P2 o1 = 0@ LU {0 11 ] o] PR 5
2.1 SECUNLY SUMIMAIY ...ttt e ettt e e e e ettt e e e e e e e e e aete e e e e e e e eeaesn e e e e eaeeennnnnnnnnns 5
2.2  Transfer of OUISOUICEd FlES .......cveeiii i e 5
2.3 India Network And ACCOUNTANTS ........uuuiiiieeiiiiiiiiee s e et e e e e e e earaas 5
2.4 Use of iIMaIl® TO COMMUNICALE..........cveeieeeeeeeeeeeee et e et 6
3.0 XCM Network ArchiteCture DIiagram ........ccccciiies cvvviiiiiii e ee e e e et eeeeeeanes 6

Page 2 of 7



XCM Solutions XCM SECURITY OVERVIEW
|

| NTRODUCTION

Security and competitive flexibility play ever increasingly important roles in today’'s marketplace. As
computer systems and networks have propagated over the last several decades, virtually reinventing the
way business is transacted, companies have stayed competitive by leveraging emergent technologies
that extend their market coverage and effectiveness.

Competitive flexibility for today’s businesses is a combination of several factors, but usually includes
offering direct access to company resources, and/or using services provided centrally by other
companies, through the Internet. As companies interact more closely with each other and with customers,
to the benefit of all, a paramount concern needs to be the security measures applied to these interactions.

As a result, attention to security, which can be simply defined as protecting one’s resources from
unauthorized access, forms the foundation upon which a company’s success is built.

In every aspect of the XCM application and the network infrastructure that supports it, security is an
integral part of the design. This document is divided into two parts, the first covering security measures
applied to XCM clients who use it as a workflow tool, and the second including the additional security
measures required for Xpitax outsource clients.

1.0 XCM W ORKFLOW

1.1 S ECURITY SUMMARY

All XCM hardware is located in a Massachusetts state-of-the-art datacenter, isolated in its own locked
cage, guarded 24x7, with physical access limited to authorized personnel only through key card and
biometric devices.

All interactions with the XCM site are through SSL (Secure Socket Layer) encrypted sessions, preventing
unauthorized third-party monitoring of the data traffic flow.

All XCM sessions are authenticated before any access to XCM resources is allowed. Users must have a
valid username and password in order to login to XCM and access any of its resources.

Discretionary access to a firm's data is controlled by the firm’s administrator and enforced by the XCM
application. Each firm can only access its own data.

All data is stored in a Microsoft SQL Server database located behind two layers of firewalls, on a different
network from the DMZ web server, and with no direct Internet access.

1.2 SAVVIS S TATE-OF-THE-ART DATACENTER

The XCM site infrastructure is located in the SAVVIS Bos3 datacenter located in downtown Boston.
(Specific information can be found here: http://www.savvis.net)

This facility was selected because it is the newest state-of-the-art datacenter in the Boston area.

SAVVIS staffs the datacenter 24x7 with certified network engineers who control all entry into the building.
In the datacenter, a locked eight foot square cage containing two computer cabinets is dedicated to
XCM's equipment. Physical access to the cage and its contents is restricted to authorized individuals and
enforced by SAVVIS procedures and authentication devices. All access is logged and security cameras
record all activity.

SAVVIS’ facility provides redundancy in several areas. While redundancy may not be directly related to
security, the elimination of a single point of failure makes the XCM site less directly susceptible to
outages that might be the result of deliberate attempts to disrupt services.

There are two separate Internet feeds into the datacenter from two different vendors. In addition to pulling
public power from two separate grids, in the event of a power outage SAVVIS immediately switches to
battery backup (hot actually a switched operation, which might imply a brief delay, but rather the loss of
one of two continuously competing power feeds, the incoming public feed, allows the battery feed to
seamlessly take over). After a short period on batteries, redundant generators kick in to provide long-term
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alternative power, enabling the datacenter to be completely independent of the public grid, if necessary.
Contracts with multiple diesel fuel vendors help guarantee that fuel will be available when needed.

Redundancy is extended through the entire XCM infrastructure as well, including dual Internet feeds, all
redundant failover firewalls and switches, load balancing, RAID, teamed NICs, and redundant power
supplies,

1.3 W EB SERVERS

The XCM application runs on a Microsoft 1IS 6.0 server farm located behind failover Cisco ASA firewalls.
Since all XCM sessions are encrypted, the firewall is configured to allow only TCP (Transmission Control
Protocol) port 443 (SSL) through to the servers (there is one minor exception to this rule, explained in the
Xpitax section).

Microsoft's Network Load Balancing (NLB) is used to load balance the web farm, providing redundancy
and increased performance. Unnecessary services and protocols have been disabled on the web servers
and administrative access is strictly limited.

Internet-facing web servers interact with redundant middle tier web servers to off load certain processing
duties, submit buffering tasks, and call reporting routines,

Users must login to the XCM application (referred to hereafter simply as XCM) to gain access to firm data.
Usernames are email addresses, checked by XCM for structure and uniqueness, because email
notifications are sent to users for certain XCM actions (and email addresses are by definition unique).
Password minimum length and complexity is also enforced by XCM (passwords must be at least six
characters long and must contain at least one of the following: @#$%"&*/ ).

Each firm administers its own users and their access levels through XCM’s built-in security controls. After
a user logs in, session information is checked during subsequent resource requests to verify that the login
remains valid and that the access level corresponds to the information being requested.

After 180 consecutive minutes of user inactivity, the session is automatically logged out.

XCM administration (global, not specific to a firm) cannot be done through the Internet but can only
originate from specific IP address ranges located within the XCM site itself. XCM Solutions application
administrators must not only have valid logins with the appropriate access level, but must also originate
their logins from specific, authorized source IP addresses.

1.4 D ATABASE SERVERS

Unlike the web servers, which must be accessible from the Internet, the database servers, a Microsoft
Active/Active SQL Server™ cluster, are doubly protected by being located behind a second, internal
firewall. While protecting the stored data is a main concern, the information actually stored in the
database is very generic and controlled entirely by our client firms.

There is no direct access to the database servers from the Internet except through the XCM application.
Traffic from the web servers, initiated on behalf of XCM application user requests, must go through a
second firewall to reach the database servers. This internal firewall allows only certain types of network
traffic that specifically originates from the web servers.

This two-tier approach to security is in keeping with generally accepted “best practices” for site design
and strictly limits access to the data stored in the database server.

A diagram of the actual site infrastructure setup is included in this document. XCM Network Architecture
Diagram

1.5 B ACKUP AND DISASTER RECOVERY

To protect against the loss of data, database backups occur at least every hour and are stored on a
separate RAID volume from the actual database. Every six hours, database backups are copied to a
second server in the SAVVIS facility to protect against the corruption or loss of the SQL Server itself.

To safeguard against the loss of the entire SAVVIS facility, every twenty-four hours database backups are
copied to the XCM disaster recovery site, located in a datacenter facility in North Carolina. (Specific
information can be found here: http://www.caro.net)
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Similar to the SAVVIS facility setup, the XCM equipment located in the CaroNet datacenter is in a locked
space dedicated to XCM equipment. Physical access is controlled by key card and biometric
authentication. Network engineers staff the facility 24x7. Internet and power feeds are redundant and
diesel generators supply power during outages.

The equipment in the disaster recovery site is protected by a Cisco Pix firewall. All network traffic between
the primary and disaster recovery site occurs through an encrypted Virtual Private Tunnel (VPN) set up
between the two firewalls.

In addition to the database backups, the CaroNet site contains all the software needed to reconstruct the
XCM application site in case of a disaster that makes the primary site unavailable.

I
2.0 XPITAX OUTSOURCE

2.1 SECURITY SUMMARY
All the bullet items in the XCM Workflow Security Summary and other sections above apply here as well.
Files are transferred to and from the XCM site only through encrypted SSL sessions.

Uploaded files are stored securely on the XCM site behind the second, internal set of failover Cisco ASA
firewalls.

Uploaded files never leave the XCM SAVVIS facility.

India accountants are located on a dedicated network, protected behind a Cisco Pix firewall, with no
Internet access allowed except through a VPN tunnel to the XCM site.

India accountants can only login when at work and have no way to transfer data off of the XCM site.

2.2 TRANSFER OF OUTSOURCED FILES

When files are attached to a Task control sheet by a firm user, they are uploaded to the XCM site so that
India accountants can use them as reference material and/or modify the files in order to complete the
Task. Modified files are attached by India accountants to the Task control sheet and are then able to be
downloaded by the firm user.

The XCM file transfer uses a built-in in Microsoft service called BITS (Background Intelligent Transfer
Service), an integral part of Microsoft Windows® that Microsoft uses for operating system updates. BITS
is an efficient, block-based file transfer mechanism that doesn’t overload local network resources. As the
file is transferred, it's divided into smaller blocks of data. As each block is successfully transferred, it's
acknowledged by BITS. If the connection is dropped during a transfer, BITS can restart from the last
acknowledged checkpoint instead of having to transfer the entire file again. Only after the entire file is
transferred does XCM mark it as successfully transferred in the XCM database.

All file transfers occur through encrypted SSL sessions. The only exception to the use of SSL exclusively
is that when the file has transferred successfully, XCM receives a notification from BITS verifying the
transfer’s completion. Because of an oddity within BITS, that notification occurs through an HTTP, non-
encrypted link. However, it's just the natification that's involved; no data goes through the non-encrypted
connection.

Another method of downloading provided through the Task control sheet is a hyperlink to the listed file,
but, since the XCM login session itself also occurs through SSL, the hyperlink download is encrypted as
well.

While on the XCM site, uploaded files reside behind the second set of failover Cisco ASA firewalls on a
separate network on a secure server. At no time do the uploaded files leave the SAVVIS facility except
when downloaded back to the originating firm by firm users.

Uploaded files are automatically deleted according to XCM'’s file retention policy.

2.3 | NDIA NETWORK AND ACCOUNTANTS

India accountants are located on a dedicated network, behind a Cisco Pix firewall, in an access-controlled
facility. Only authorized employees are allowed into the facility, access controlled through badge readers.
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No writing utensils, printers, mobile phones, or portable storage media are allowed in this facility. The
workstations used by the accountants have extremely limited access to the Internet and therefore can't
upload or download data to unapproved locations. They do not have access to email.

The India network and the XCM site communicate through an encrypted VPN tunnel set up between their
firewalls. The only traffic allowed through the tunnel by the firewalls from India to Boston are certain ICMP
calls (to test for connectivity) and TCP port 3389 (for RDP [Remote Desktop Protocol] connections).

In order to gain access to XCM, India accountants have logins similar to firm logins, subject to XCM
access controls as are all logins, but theirs are also restricted by source IP address. As a result, the India
accountant logins can only be initiated from an IP address range located in the SAVVIS datcenter itself. In
order to initiate an XCM login, an India accountant must first use RDP to remotely login to one of the
terminal servers located in the XCM SAVVIS datacenter. Since the terminal servers are not available to
the Internet at large, the India accountant must be located on the India dedicated network in order to set
up an RDP login.

India accountant RDP sessions do not allow local mapping of workstation drives, printers, or clipboard
contents, so there is no way for files or data to be copied from the Boston site to the local India
workstations.

The uploaded firm files altered by India accountants to complete tasks and/or to be used as reference
materials can only be accessed from the SAVVIS datacenter terminal servers. Because these documents
can contain sensitive data, access to them for India accountants is limited exclusively to the SAVVIS
datacenter’'s XCM cage network, and through XCM where access is limited to uploading and downloading
by firm users, controlled by XCM'’s user security.

Therefore, when working in XCM, India accountants must be on their dedicated network, have no way to
transfer any data from the XCM site to the local network and, even if they could, no way to transfer that
data outside of the local network.

2.4 USE OF IMAIL® To COMMUNICATE

To facilitate communication that is not specific to a Task (internal to a task XCM provides communication
through XCM Issues/Points), Ipswitch’s iMail® is used. All India supervisors and each firm’s administrator
have accounts on the iMail server.

The iMail server has no access out to the Internet, so while it is functionally an SMTP (Simple Mail
Transport Protocol) server, it can’t send or receive Internet email with other Internet SMTP servers. iMail
accounts can therefore only send messages to other iMail accounts located on the same server.

When an India supervisor sends an iMail message to a firm administrator, the message is delivered and
stays in the iMail server recipient’'s mailbox. The supervisor must be logged into a terminal server to send
the message, so this communication occurs within the XCM Boston site, safe from third-party scrutiny. At
the same time, an automated process, using a separate SMTP server which does have access to the
Internet, sends a notification message to the actual valid email address of the firm supervisor, letting
him/her know that a message has been received on the iMail server.

The firm administrator can then connect to the iMail server through an encrypted SSL session to view the
message. Similarly, in order to communicate with the India supervisor, the firm administrator starts with
an encrypted SSL session to the iMail server.

Unlike regular email, which passes through the Internet in clear text format, this iMail setup guarantees
that the communication between the firm administrator and India supervisor is secure.

I
3.0 XCM N ETWORK ARCHITECTURE DIAGRAM
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